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Describe the different types of frauds that can arise from the procurement function.
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How to Audit Procurement

Introduction

Procurement refers to the activities required to obtain goods and services from suppliers. It is needed to
ensure that purchases are made at reasonable prices and from reputable suppliers. It is particularly important
for the procurement group to focus on obtaining materials and services that are in short supply, and which
could interfere with the operations of the business if they are not available when needed. The procurement
department strives to make purchases at the minimum total cost to the organization, which includes pro-
curement costs, quality issues, delivery costs, and inventory storage costs, while also giving consideration
to supplier reliability. In effect, the ideal outcome is when a business maximizes the quantity and quality of
goods obtained, while minimizing their total cost.

In this course, we discuss the ways in which the procurement function can be audited from the perspec-
tive of the internal auditor. We begin with an overview of the procurement process and related controls,
since the auditor will need to understand them in order to spot instances in which there are control breaches
within the department. We then go on to address a variety of procurement fraud schemes, conflicts of in-
terest and negligence, and a number of auditor activities worth pursuing.

Procurement Process Overview

Procurement involves four primary activities, each of which may require controls, depending on the cir-
cumstances. The activities are:

1. Procurement requisition
2. Bidding

3. Order derivation

4. Order monitoring

A narrative description of these four activities follows.

1. Procurement requisition

The procurement process begins with someone filling out a requisition form, in which they state what they
want the procurement staff to buy. The form is in duplicate, so that the person filling out the request can
retain a copy. If the company has an on-line ordering system, the person completes an on-line form, and
the system sends an acknowledging e-mail. In either case, the requisition is sent to the procurement depart-
ment.

2. Bidding

If a requisition is for a large enough amount of money, the procurement staff goes out for bid in order to
obtain the best deal. If a company engages in bidding, there will likely be a bidding packet assembled that
documents who was contacted, the resulting bids, and why the winner was selected.
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3. Order derivation

Once a supplier has been selected, the procurement staff creates a multi-part purchase order that authorizes
a purchase. One copy goes to the supplier, one is retained in the procurement department and matched to
the original requisition form, and other copies go to the receiving and accounting departments. The receiv-
ing department needs to refer to the purchase order when the goods arrive, and the accounting department
needs it for three-way matching. It is possible that another copy is sent to the requisitioning department, in
case they want to match it with their copy of the originating requisition.

If an order is too small to warrant the use of a purchase order, the procurement staff may instead use a
procurement card, which avoids a considerable amount of paperwork.

4. Order monitoring

The procurement staff monitors open purchase orders to ensure that suppliers complete them by the required
due date, and then close out any residual balances on orders that have been mostly filled. The department
may extend its order monitoring to a more formal rating system for suppliers, which it uses to determine its
preferred list of suppliers.

The general flow of these four purchasing steps, including the associated paperwork, is noted in the
following flowchart.
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In-Process Procurement Controls

In this section, we cover the controls that can be imposed on the core procurement processes.

1. Procurement Requisition

There needs to be a properly organized system for bringing procurement requests into the procurement
department. The core of this system is the procurement requisition, which is itself a control over the accu-
racy of information provided and the authorization to purchase something. The controls related to procure-
ment requisitions are:

Require procurement requisition. One of the larger problems in the procurement area is being in-
undated with procurement requests from everyone in the company who wants to buy something.
Not only is this disorganized, but it also introduces a control problem where anyone can order
anything. The solution is to require all requesters to fill out a procurement requisition form that
identifies exactly what someone wants to buy (with complete specifications, and preferably the
account to be charged). This form should be signed by the person whose department will be charged
for the item being requested.

Use prenumbered procurement requisitions. If procurement requisitions are to be used, prenumber
the forms. The procurement staff can then track the numbers that it has processed, which may
indicate that some requisitions have been lost. They can be tracked down by going to those depart-
ments to which certain ranges of document numbers were assigned, and seeing if they retained
copies of the missing documents.

Verify against budget. Most procurement departments simply order what they are told to buy. How-
ever, it is possible to go a step further and compare the procurement request to the remaining
amount of funding available in the budget. This takes extra time, and is only useful near the end of
the fiscal year, where there may be little money left in the budget. However, in budget-constrained
environments, such as governmental and non-profit situations, it may be an essential control.

2. Bidding

If the size of a purchase mandates that competitive bidding be used, there need to be controls over the
process to ensure that it is completed fairly. In addition, these larger purchases may involve supplier con-
tracts, which require a review to ensure that the contract terms are reasonable. The controls are:

Create bidding data trail. There should be evidence that the procurement staff engaged in bidding,
thereby providing a barrier to suppliers giving kickbacks to the staff in exchange for their orders.
This data trail should include a list of who was contacted, copies of their bids, and the reason why
a purchase order was awarded to the winner.

Require legal review of contracts. If the company is to engage in a contract with a supplier, have
the legal staff review it to see if there are any shortcomings or risks to which the company may be
subjected. This control usually only applies to larger contracts; otherwise, the legal department may
be buried with reviews.

Use a contract checklist. The legal staff should use a standard review checklist when examining
proposed contracts with suppliers. This checklist is particularly important if contract reviews are
handled by the procurement staff, since they have less legal knowledge. Sample review items in-
clude the expiration date of the contract, prices, discounts, delivery dates, quality specifications,
payment terms, warranty terms, and termination notification provisions.



How to Audit Procurement

3. Order Derivation

The purchase order itself is the best control point in the procurement process, since it documents exactly
what is being purchased and the terms under which the company agrees to make a purchase. It is also used
in the receiving and accounting departments for additional controls. The controls related to the derivation
of purchase orders are:

Generate purchase order. The procurement department issues a purchase order for every purchase
made above a certain minimum dollar amount. By doing so, the procurement staff is, in essence,
approving all expenditures before they have been made, which may prevent some expenditures
from ever occurring. This control may be strong enough to eliminate the need for a check signer.
Match purchase order to procurement requisition. The purchase order should match the item re-
guested on the procurement requisition form. To ensure this, the department’s copy of the purchase
order should be compared and stapled to the requisition form.

Obtain manager approval. If a purchase is for a very expensive item, it may be useful to involve
the procurement manager by requiring his or her signature on the purchasing authorization. This
step is only going to help the control environment if the intent is to go back to the person requesting
the item to make absolutely certain that they want to make the purchase.

4. Order Monitoring

An unfilled purchase order represents a future liability of the company, and so should be monitored closely.
The following controls are used to ensure that this monitoring is conducted:

Retain a purchase order copy. If the company does not store its purchase orders in a database, the
procurement department should retain a copy of each purchase order. This is useful for monitoring
open purchase orders, as well as for tracking down orders that may have been lost by suppliers.
Review open purchase orders. A major control is to tightly monitor the status of open purchase
orders. This involves matching purchase orders against receiving reports to ascertain which orders
are overdue, and following up on them. Though this is not a control over money (as is the case with
most accounting controls) it is a control over operations, since missing materials can shut down a
business.

Close residual purchase orders. The procurement staff should periodically review the list of open
purchase orders to see if any have been largely filled, with just a few residual units not shipped.
Depending on the circumstances, it may make sense to close these purchase orders, thereby reduc-
ing the number of open items to monitor.

Additional Procurement Controls — Fraud Related

There is a reasonable chance that fraud will occur in the procurement area, since it involves the creation of
a document that is a legal authorization to buy from a supplier. If someone can gain access to a company’s
purchase orders, they could order goods for which the company would be liable to pay suppliers. Accord-
ingly, consider implementing the following controls to prevent or at least detect fraud:

Prenumber purchase orders. If a company prepares purchase orders by hand and uses them as the
primary authorization to pay suppliers, the purchase order document itself becomes quite valuable.
Someone could fraudulently use a purchase order to order goods for themselves. To avoid this
issue, prenumber all purchase orders and lock them up.

Password-protect purchasing software. If the company creates purchase orders on-line and uses
them as the primary authorization to pay suppliers, someone accessing the purchase order database
can fraudulently order goods. To prevent this, use passwords to restrict access to the purchasing
software.
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Password-protect the vendor master file. A supplier could offer a kickback to an employee for
altering the terms of payment listed in the vendor master file, or an employee could create a fake
supplier and use it to pay himself. These problems can be mitigated by using passwords to restrict
access to the vendor master file.

Review the vendor master file change log. There are a number of ways that the vendor master file
can be altered for fraudulent purposes, such as changing a payment address to that of an employee,
and then changing it back. To detect these changes, review the change log on a regular basis.
Change logs are usually only available in higher-end procurement software.

Review expense trends. There may be an unusual blip in an expense line item in a particular month
that was not caught by any of the in-process controls. Once investigated, the system can be modified
to catch similar offending transactions in the future.

Additional Procurement Controls — Periodic Actions

The following controls are useful for ensuring that purchase orders are used, that they are created correctly,
and that the records supporting the procurement system are properly maintained. They are not necessarily
part of a specific process; instead, the procurement staff schedules them as separate tasks. These controls

are:

Reject deliveries without a purchase order. In every business, there is always someone who places
orders without going through the procurement department. A possible control over this behavior is
to require the receiving department to reject all deliveries made for which there is no authorizing
purchase order.

Review automated orders. In many manufacturing operations, a materials planning system auto-
matically generates purchase orders for raw materials, based on on-hand quantities and the produc-
tion plan. The procurement staff can review these automated orders before they are released, to
ensure that record errors are not triggering orders for goods that the company does not really need.
Use a supplier naming convention. If the procurement and accounts payable software interact, the
procurement staff may be responsible for setting up records in the vendor master file for new sup-
pliers. If so, there should be a naming convention in place that makes it less likely to create a new
record for an existing supplier. This reduces the number of records in the vendor master file.
Consolidate the vendor master file. In a larger business, it is entirely likely that multiple vendor
files will be opened for a single supplier. This makes it difficult to assemble consolidated infor-
mation for a single supplier, which is needed for spend management analysis. Consequently, the
procurement staff should engage in a periodic examination of the vendor master file to see if any
records can be consolidated.

Designate suppliers as inactive. If a supplier has not been used for some time or has been decerti-
fied, the procurement department may want to set its status to inactive in the vendor master file. By
doing so, the department will be much less likely to contact the supplier for bids or place orders
with it. This is an especially important control if the company is concentrating its business with
fewer suppliers in order to achieve volume discounts, and needs to stop doing business with pe-
ripheral suppliers.

Certify suppliers. If a company has a quality program, it may engage in a periodic supplier certifi-
cation review. This can encompass such factors as testing products against contract specifications,
examining delivery dates, and visiting supplier facilities. There may also be a comparative ranking
system, whereby low-scoring suppliers receive warnings and may be replaced.
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Procurement Fraud Schemes

Procurement fraud involves any activity resulting in a business paying an excessive amount for goods or
services. When procurement fraud is perpetrated over a long period of time, it can result in some of the
largest fraud losses that an organization can experience. The procurement staff is responsible for purchasing
most big-dollar items in an organization, so a fraud-minded employee in this area has the opportunity to
take kickbacks from favored suppliers, or acquire goods for his or her own personal use. There are several
types of procurement fraud, as noted in the following sub-sections.

Diverted Purchases Fraud

A person working in the procurement department can issue purchase orders to suppliers to deliver goods or
services elsewhere and to charge the company. Since the procurement person creates an authorizing pur-
chase order, the resulting supplier invoices are usually paid without question. The diverted purchases are
intended for the personal benefit of the employee. For example, goods could be delivered directly to the
employee’s home. This situation works especially well when the supplier in question is also delivering
goods and services to the company; in this situation, the supplier is already established with the company
and so is less likely to be investigated.

This type of fraud is quite difficult to spot, especially when the resulting expenses are buried in the cost
of goods sold account.

Fake Supplier Fraud

A procurement person issues purchase orders to a fake supplier and then creates fake invoices from that
supplier; these invoices are usually for services, so there are no receiving documents, and they are small
enough not to be flagged by company controls. The payables department does not see a problem, and issues
payment to the fake company, which means that the payments are being made to the procurement person
behind this arrangement.

Kickbacks

In a kickback scheme, a supplier pays a buyer a bribe in exchange for selecting the supplier to sell goods
and services to the buyer’s company. This results in inflated prices and/or substandard quality levels for the
company. A variation on the concept is for the supplier to hire a relative of the procurement person, typically
at an inflated level of compensation; by doing so, there is no traceable payment being made to the procure-
ment person. Other variations are for the kickback recipient to take out a loan and have the loan payments
paid by the supplier, or for the supplier to issue the person a credit card, with all payments on the card being
made by the supplier.
Bid Rigging
A variation on the preceding kickback scheme is when a procurement employee assists a supplier in win-
ning a competitive bid. Under a competitive bidding arrangement, a number of suppliers are asked to pro-
vide bids. The employee can assist a preferred supplier by excluding other suppliers from the bidding pro-
cess, altering the terms of the bid solicitation to favor that supplier’s goods and services, informing the
supplier of the terms of other bids already received, and influencing the subsequent selection process to
favor the indicated supplier. Another variation is to set up such a narrow time window within which to
submit bids that most bidders are unable to submit bids on time, and so are rejected.

A bid rigging situation is not easily pinpointed, since the methods used may be so subtle that there is
no clear indicator on an individual bid basis that anything is wrong. The situation is more obvious when a
number of bids are aggregated, at which point it will become clear that a particular supplier is winning a
disproportionate number of contracts.
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External Procurement Fraud

Procurement fraud can also arise outside of the organization, without any employees even being involved.
For example, a company issues a request for proposals, and the receiving suppliers conspire to fix prices at
a higher level than would have been the case if they had competed honestly against each other. This ar-
rangement works for the suppliers if there are payoffs to the losing suppliers, or if the low-bid amount is
passed around among the suppliers over time. These arrangements are extremely difficult to spot, since
they are entirely external to the organization.

Procurement Negligence

Not all issues found within the procurement function are derived from fraudulent activity. It is also quite
possible that some problems are simply the result of negligence, such as conducting a slipshod review
process when examining supplier bids, or issuing an incorrect purchase order, or mistakenly not obtaining
management approval of a major capital asset purchase. Though no fraud is present in these situations, they
can still result in losses that may rival the amounts lost through actual fraud. Consequently, the auditor
needs to investigate situations of negligence just as much as fraud, and devise controls to mitigate their
negative effects to the greatest extent possible.

Auditor Activities

Since the procurement function is one of the most important activities in a business, the auditor needs to
have an unusually strong knowledge of how the processes function within it, as well as the details of all
controls integrated into those processes. We have addressed controls in the prior sections of this course. In
addition, it is helpful to have a clear understanding of the firm’s procurement strategy, since it impacts how
the department engages in procurement activities. For example, the strategy may state the balance being
targeted for the expected frequency and size of procurement transactions. Thus, a business interested in
pursuing a just-in-time materials management system will tend to buy in smaller individual quantities and
mandate very frequent delivery intervals. This information is useful to the auditor, who would see a strategic
mandate to buy in small quantities, and then question why larger purchases are being made. Yet another
issue is a strategic mandate to source goods from environmentally-responsible suppliers, for which the
auditor can investigate the level of implementation. With this knowledge of controls and procurement strat-
egy in hand, the auditor can then pursue the following investigations:

General Investigations

e Strategy analysis. The auditor can determine how long it has been since company management
reviewed and updated the procurement strategy (which is typically an annual event). Doing so on
a regular basis is useful for having a cost-effective procurement function, and one that is closely
aligned with the broader strategies of the firm.

e Delegation of responsibility. When the procurement function is spread out among several locations,
the auditor can investigate whether authority to conduct localized purchasing transactions has been
clearly stated, and also look for instances in which actual purchasing authorizations differ from
what senior management has formally authorized.

e Separation of duties. The auditor can investigate whether there is an adequate separation of duties
for each person working in the procurement department. Adequate separation of duties makes it
impossible for one person to authorize a purchase, physically receive the purchased goods, and
authorize payment to the supplier — which would greatly increase the risk of fraudulent activities.
Procurement personnel are routinely authorized to purchase goods and services, but are not allowed
near the other two functions.

o Employee rotation. Department employees should be rotated through a different set of suppliers on
a regular basis, which prevents them from developing long-term relationships with suppliers, along
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with the attendant conflicts of interest. The auditor can review whether this practice is being fol-
lowed.

Employee sufficiency. The auditor can investigate the workload of procurement employees, to see
if they are overworked due to understaffing. When this is the case, it is more likely that they will
cut corners and ignore controls, making instances of fraud more likely, or at least triggering situa-
tions in which the company is not achieving the best possible price.

Social responsibility compliance. If the company has a goal of only buying from responsible sup-
pliers, then the auditor can investigate the department’s level of compliance with this goal, such as
by investigating whether suppliers are employing underage workers, or are engaged in irresponsible
environmental practices. In these situations, the auditor might conclude that the department is com-
plying with management’s instructions, even though doing so has increased the costs of materials.

Request for Procurement Investigations

RFP specificity. The procurement staff will be more efficient if each request for procurement (RFP)
received is fully completed, including such information as technical specifications, a required due
date, and an accounting charge code. When this is not the case, the company may incur significant
remediation costs at a later date (usually when the goods are received and discovered not to be in
accordance with the company’s needs). The auditor can investigate whether this is the case, and
spotlight which individuals or departments are most lax in providing complete information to the
procurement staff.

RFP approvals. Every RFP should be signed by the manager whose budget will be affected by it.
For larger RFPs, this may call for multiple approvals, based on the company’s procurement author-
ization policy. The auditor can investigate whether this is the case.

RFP cancellation. Once an RFP has been fulfilled, the auditor can verify whether it has been can-
celled in the procurement system. An additional task is to see if any partially fulfilled RFPs need
to be (or have been) cancelled. These actions are targeted at the detection of unnecessary expendi-
tures.

Brand/supplier favoritism. When a request is made to buy a specific brand or from a specific sup-
plier, the auditor can investigate the reasons for this. Unless there is a solid, well-documented rea-
son for doing so, it is possible that these requests will result in unwarranted additional expenditures
above the market rate.

Unprocessed RFPs. The auditor can see if there are any RFPs that have not been processed. This
could indicate a procedural problem involving who is responsible for handling each RFP, and how
these documents are recorded in the procurement system.

Supplier Investigations

Supplier registration methodology. The department should have a standard process in place for
collecting information about new and current suppliers, so that the same data are stored for all
suppliers. When this is not the case, the staff will be more likely to place orders with those suppliers
having more complete records. The auditor can examine a selection of supplier records to see if
this is the case.

Supplier authorizations and deletions. There should be a process in place for approving suppliers,
which may be based on a variety of criteria, such as financial stability, quality metrics, and on-time
delivery metrics. The auditor can investigate whether these criteria are being applied consistently
and fairly to the approval of new suppliers, as well as to the deletions of suppliers from the com-
pany’s approved supplier database.

Supplier performance monitoring. The department should have a monitoring system in place that
compiles a performance report card for suppliers. The auditor can investigate whether this system
is operating, how performance is scored, whether the information is shared with suppliers, and how
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the information is used internally to rate suppliers. The auditor can also determine whether all sup-
pliers are ranked using the same system, or whether there is some inconsistency in the process.
Supplier concentration analysis. When the department uses a very small number of suppliers for
the bulk of its sourcing requirements, this can present the risk of excessive reliance on them. The
auditor can calculate which suppliers are receiving the bulk of all orders, and investigate whether
there are any contingency plans to cover the company in case these suppliers fail.

Bidding Investigations

Requirement revisions. During a more complex bidding process, it is common for the procurement
department to issue updates to registered suppliers regarding changes to the firm’s technical re-
guirements. The auditor can contact suppliers to see if these updates were received. If not, this is a
possible indicator that the procurement staff was attempting to skew bids toward favored suppliers.
Supplier input. The auditor should be watchful for situations in which a supplier is providing the
procurement staff with the technical specifications for a bidding process, since this can strongly
skew the outcome in favor of that supplier; after all, it is bound to meet all of its own specifications!
For a more technical bidding situation, the use of supplier-provided specifications may be unavoid-
able, however, since the relevant expertise may not exist in-house.

Bid timing. A procurement person could impose tight deadlines in order to favor certain suppliers
in a bidding situation. The auditor could review the start and stop dates for a selection of bidding
situations to see if this has happened, and investigate the reasons for it.

Document submission exceptions. In competitive bidding arrangements, all bids must be received
by a specific date, where exceptions may be allowed due to unusual circumstances, such as bids
being lost in the mail. When these exceptions are present, the auditor should review the reasons for
any exceptions granted, and also note whether these exceptions resulted in a purchase order being
awarded to the supplier favored by this treatment.

Sealed bid confidentiality. When the bidding process involves the use of sealed bids, they are typ-
ically held unopened until they are formally opened, where they are read aloud and their key terms
recorded. To preserve confidentiality, unopened bids should be stored in a locked location. The
auditor may observe the bid opening process for irregularities, as well as verify the security of
sealed bids while they are in storage prior to their opening.

Allowed bid modifications. The procurement department may allow a supplier to alter its bid for a
specific reason, such as a calculation or technical specification error. If this adjustment is offered
to one bidder, then it should be offered to all bidders. The auditor can review the circumstances of
allowed bid modifications, and also determine whether the same alternative was offered to any
other bidders.

Scoring analysis. For a more complex bidding situation, such as for a software selection, there is
likely to be an evaluation that includes a qualitative assessment of such factors as a supplier’s com-
mitment to customer service, the usefulness of a software user interface, and the quality of the
supplier’s goods and services. The auditor can conduct a comparison review of the various supplier
bids to see if the differences in scoring were warranted.

Score weightings. One of the easiest areas to manipulate in a competitive bidding situation is the
weightings assigned to different parts of the scoring system used to evaluate supplier bids. Someone
could simply adjust these factors up or down until the outcome favors a preferred supplier. The
auditor can detect this issue by looking for changes in assigned weightings across similar types of
bids, or by looking for changes in weightings over the course of a bidding process.

Economic evaluations. An economic evaluation is conducted for all supplier bids that pass an initial
technical evaluation, to determine which submissions represent the best value in relation to the
price being charged. This analysis considers such factors as the initial price, ongoing maintenance
fees, incremental costs that will be incurred, trade-in valuations, disposal costs, environmental
costs, payment terms, and the time value of money. The auditor should verify that this evaluation
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was conducted correctly, and preferably with at least two people involved in the evaluation process.
In particular, the auditor should ensure that all costs attributable to a proposed purchase have been
included in the analysis.

Management approvals. An authorized person should review and approve the results of all bidding
situations. Doing so places a (hopefully) objective person in the position of evaluating the work of
the procurement staff. The auditor can verify whether each bidding process has been approved in
this manner.

Supplier objections. Suppliers may object to some aspect of the bidding process. The procurement
staff should have a process in place for dealing with these objections. This is a prime area of inves-
tigation for the auditor, since these objections may include quite valid points regarding flaws in the
department’s procurement processes.

Documentation. The preceding analyses will not be possible unless the procurement department
fully documents every aspect of its bidding processes, so the auditor can examine the documenta-
tion to see if this is the case.

Transactional Investigations

Funding availability. Before a procurement transaction begins, the responsible person should de-
termine whether there is adequate funding available. If not, the company could have significant
cash flow issues. The auditor should investigate whether this analysis is done, and also whether the
procurement staff is tracking the remaining amount of funding available to each department.
Transactional thresholds. The department should observe a purchasing threshold, below which
purchases can be made directly, without any bidding processes. This threshold recognizes that some
transactions are too small to be worth the administrative effort of engaging in bidding activities.
The auditor should ensure that this threshold is observed, so that requisitions above the threshold
properly employ bidding; it is all too easy for the procurement staff to ignore this threshold when
they are busy or already favor a specific supplier. One item to look for in particular is any evidence
that transactions have been split into smaller amounts in order to push them under the purchasing
threshold. When bidding is not used for larger requisitions, the auditor should verify that these
actions were approved in advance by management.

Pricing comparison. When a company uses longer-term, fixed-price purchase contracts with its
suppliers, this presents the risk that the company is overpaying due to a decline in market prices.
The auditor can compare current market rates to these contractual rates, to see if the company is
paying more than the market rate. This could result in a recommendation for the department to
enter into shorter-term purchasing deals with suppliers.

Supplier favoritism. It is quite possible that the procurement staff will favor some suppliers over
others, perhaps due to personal relationships or simply because it is easier to buy all of a particular
commodity from the same supplier. If so, the company is at risk of buying at prices higher than the
market rate. The auditor can analyze purchasing transactions to see if there is any favoritism in the
selection of suppliers over time, by examining bid situations to see how frequently the same sup-
pliers are selected.

Optimum transaction sizing. The auditor can investigate whether the department is achieving the
optimum balance between efficiency and economies of scale by ordering in the correct unit quan-
tities. At one extreme, if the department orders in large quantities, its administrative costs decline,
but doing so increases inventory holding costs. Conversely, these holding costs can be reduced by
ordering more frequently and in smaller quantities, but at an increased administrative cost.
Abnormally low pricing. The company may have received unusually low prices from certain sup-
pliers, perhaps because they have excess capacity or want to break into the market. The auditor
may want to examine these transactions to see if the supplier has been using unusually low-quality
goods or services in order to turn a profit at these price points.
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Non-competitive procurements. There may be situations in which the department obtains goods or
services at non-competitive rates. Though there may be excellent reasons for doing so, the auditor
should investigate these arrangements to see if they are justified.

Last-minute purchases. It can be useful for the auditor to conduct a search for last-minute pur-
chases. These purchases are indicative of problems, such as incorrect bill of material records, in-
correct inventory records, flaws in procurement controls, inadequate employee training, and so
forth. The reasons found for these purchases can then be investigated further, especially in regard
to any additional costs incurred by the company that relate to them. In addition, the auditor can
investigate how well the company’s procedures for last-minute purchases were followed during
these events (typically involving a reduced number of authorization approvals).

Supplier audits. If the contract with a supplier allows the company to audit its fulfillment of contract
terms and periodic billings, then the auditor may want to schedule such an event. This is particularly
appropriate for larger and more complex contracts, or when the company is dealing with a supplier
for the first time.

Contractual Investigations

Contract terms. Many purchasing contracts take the form of the company’s standard purchase order
agreement, which contains a standard set of boilerplate terms that will be generally applicable to
most situations. However, in cases where a purchase is more complex, the company is more likely
to enter into a contract that is specifically designed for that transaction. If so, the auditor should
review it to ensure that basic legal clauses are included, addressing at least the following topics:

The jurisdictions of the agreement

A description of the goods and/or services to be provided

The time period covered by the agreement

Any milestones to be reached during the performance period, and the nature of the mile-
stones

The rights and obligations of each party

References to the company’s standard terms and conditions

The amount, timing, and nature of payments to be made

The nature of any warranties or guarantees to be provided

Provisions for damages in the event of non-performance, quality shortfalls, cost overruns,
and so forth

o Dispute resolution procedures

O O O O

O O O O O

Standard term amendments. The standard terms and conditions used by the procurement depart-
ment should be applied to most contracts, since they are intended to minimize the risks of excep-
tions to established practices. The auditor can review contracts in which the firm’s standard terms
and conditions are not being used, to see if these changes were appropriately authorized.

Contract duration. When a contract commits the company to making purchases for an unusually
extended period of time, the auditor may question the reason for committing the business to this
obligation for such a long time, rather than returning to the market periodically to see if the depart-
ment can obtain a better price.

Contract commitment. The auditor can compare the date on which a contract was actually signed
by an authorized person to the date on which activity under its terms commenced. The date of the
authorized signature should always be the earlier of the two events; otherwise, the company is
potentially committing itself to a contract prior to its formal approval.
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Receiving Investigations

e Receiving analysis. The receiving staff needs to verify that the correct types and unit quantities of
goods have been received, and that the received items are of an appropriate quality level. The au-
ditor can verify that this is the case by observing receiving activities, as well as by reviewing the
receiving exceptions noted by the receiving staff.

e Receiving report review. The receiving staff may be required to fill out a receiving report for each
delivery to the receiving dock. If so, the auditor can review a selection of these reports to see if all
relevant fields have been completed and exceptions noted. The auditor should also verify that some-
one has taken responsibility for each report by signing and dating it. It can also be useful to look
for missing receiving reports, since their absence may be an indicator that a fraudulent transaction
exists, where a delivery has been intercepted before it reached the receiving dock. Finally, the au-
ditor should review whether any exceptions noted were forwarded to management for further ac-
tion.

e Services analysis. Services being provided to the company, such as janitorial, maintenance, and
painting services, are not examined by the receiving staff. In these cases, the auditor can conduct
inspections of the quality of the services provided, and also investigate any complaints received in
regard to services performed.

Conflicts of Interest

Another activity for the auditor to look at is conflicts of interest within the procurement department. A
conflict of interest is a situation in which a person has competing interests or loyalties. For example, the
auditor may find that a procurement staff person is the part-owner of a supplier, or sits on its board of
directors. In these roles, he or she stands to profit from the supplier relationship, which presents the temp-
tation of directing business toward that supplier even when doing so is not in the best interests of his or her
employer. The presence of a conflict of interest does not necessarily indicate the presence of fraud, but it
does make it more difficult for a procurement person to deal with a supplier on an arm’s-length basis.

There are a number of ways in which a conflict of interest could arise. Consider the following:

o Asupplier offers to give a procurement person tickets to the latest theater show.
e A supplier sends an expensive watch to a procurement person as a Christmas present.
o Asupplier offers to employ a procurement person’s daughter.

Outsourcing Issues

A business might outsource some of its procurement functions, such as locating new suppliers, researching
prices, negotiating contracts, and processing purchase transactions. This is typically done to gain access to
expertise that is not available in-house, as well as to reduce costs. While there are advantages to this ap-
proach, it also presents the significant risk of dealing with a third party to which work has been outsourced,
possibly in a distant market. If that party engages in less than ethical activities, any problems caused by that
party may be foisted upon the company. Consequently, the auditor needs to allocate significant resources
to in-depth investigations of these third parties.
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Summary

An auditor investigating the procurement function may very well dig too deep into this massive area, con-
centrating too much on individual transactions. This is an area in which the auditor needs to focus on the
big picture, to decide whether the procurement department is achieving its primary aims of gaining the best
value from suppliers for a good price, locating high-quality suppliers, and conducting its operations in a
reputable manner. Thus, whenever an exception is found, the auditor needs to tie this event back to the
primary aims of the department, to see if there is a more general concern that should be brought to the
attention of management.
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Review Questions

1. A bidding trail is needed to:
a. Show that an employee found the best price before completing a procurement requisition
b. Show that an employee was hired at the lowest possible cost
c. Show that the procurement staff engaged in bidding
d. Ensure that purchase orders were fulfilled by suppliers

2. Itis essential to review open purchase orders:
a. To ensure that materials are received in time for operations to run smoothly
b. To ensure that suppliers are billing the correct prices
c. Since they are so closely linked to sales orders
d. Within the first week of issuance

3. Anauditor is investigating the validity of economic evaluations. This is an example of a___investiga-
tion.

a. Request for procurement
b. General

c. Contractual

d. Bidding
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Answers to Review Questions

Review Answers

1. A bidding trail is needed to:

a.

b.
C.
d

C.

d.

Show that an employee found the best price before completing a procurement requisition
Show that an employee was hired at the lowest possible cost

Show that the procurement staff engaged in bidding

Ensure that purchase orders were fulfilled by suppliers

Incorrect. Employees do not engage in bidding in order to complete a procurement requisition;
that task is given to the procurement staff.

Incorrect. Employees are typically hired at a wage that matches their skills and experience, not
the lowest possible cost.

Correct. A bidding trail shows that the procurement staff engaged in bidding activities in
order to obtain the best possible deal.

Incorrect. Supplier fulfillment occurs after bidding has been completed.

2. ltis essential to review open purchase orders:

a.

b.
C.
d

To ensure that materials are received in time for operations to run smoothly
To ensure that suppliers are billing the correct prices

Since they are so closely linked to sales orders

Within the first week of issuance

Correct. Open purchase orders must be reviewed to ensure that materials are received in
time for operations to run smoothly. Otherwise, it is possible that a supplier is not capable
of delivering ordered goods in a timely manner, and has not informed the company of
this issue.

Incorrect. Reviewing a company’s own purchase orders does not reveal the prices that suppliers
will bill to the company.

Incorrect. There is no link between sales orders and purchase orders, since sales orders come
from customers and purchase orders are issued to suppliers.

Incorrect. The review dates for purchase orders depends upon how soon the ordered materials
are needed.
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Answers to Chapter Questions

3. Anauditor is investigating the validity of economic evaluations. This is an example of a ___investiga-
tion.

a. Request for procurement

b. General

c. Contractual

d. Bidding

a. Incorrect. A request for procurement investigation relates to such matters as the specificity of
the information provided, whether the form has been approved, and whether it favors a specific
brand or supplier.

b. Incorrect. A general analysis relates to such matters as the delegation of responsibility, the
separation of duties, and the rotation of supplier assignments among procurement employees.

c. Incorrect. A contractual investigation relates to such matters as the validity of contract terms
and the duration of a contract.

d. Correct. Economic evaluations are conducted on supplier bids, to see if they represent

good value in relation to the price being charged.
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Glossary

B

Bid rigging. The fraudulent handling of a bidding process to ensure that a specific supplier wins.
C

Conflict of interest. A situation in which a person has competing interests or loyalties.

K

Kickback. An illegal commission paid to someone in exchange for preferential treatment.

=]

Procurement. The activities required to obtain goods and services from suppliers.

Purchase order. A written authorization by a buyer to acquire goods or services.

S

Sealed bid. A document enclosed in a sealed envelope and which is submitted in response to an invitation
to bid.

Vv

Vendor master file. A repository of online information about an organization’s suppliers.
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Final Examination

The final examination for this course is provided below. Feel free to circle your choice for the best answer
to each question. To enter your answers online and receive an immediate grade and completion certificate,
follow these steps:

1. Go to www.accountingtools.com/cpe

2. Click on the “Access the Training Module | Complete a Test” button near the top of the page.

3. Login with your user name and password.

4. Select the Take a Test option and then select the Programs option. Click on the program that you
want to take.

5. Take the test. You can stop and restart the test at any time.

1. The budget can be a procurement control:
a. When it controls the staffing of the procurement department
b. Near the beginning of each budget year
c. When purchases are matched against budgeted funding
d. Solely in for-profit enterprises

2. Purchase orders should be pre-numbered on forms when:
a. They are created through a computer system
b. They are considered a secondary form of authorization
c. There are no circumstances where pre-numbering is required
d. They are created manually

3. Assupplier naming convention is needed:
a. To avoid duplicate supplier records
b. To avoid multiple sales tax payments
c. To assign different names to employees for expense report payments
d. When the number of suppliers exceeds 100

4. One way to engage in bid rigging is to:
a. Require that all bids be received by a certain date
b. Require that all bids be accompanied by a detailed cost breakdown
c. Insist on awarding a contract to the lowest bidder
d. Alter the terms of a solicitation to favor a particular supplier

5. An example of a transactional investigation is:
a. To review the duration of a contract
b. To review abnormally low pricing
c. Toreview the quality of services received
d. To review the deletion of formerly-approved suppliers
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